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How to Allow NVR Service Through Windows Firewall

Introduction

If the network is working fine but NVR3 service is not, Windows firewall may be blocking it. To

avoid or fix Windows firewall from blocking NVRS3 service, the following applications must be

allowed to penetrate through the firewall, namely:
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Please follow the instructions below to do so.

How to Allow NVR3 Service Through Windows Firewall

A. Open Windows Defender Firewall

1. Open Windows Control Panel and enter Windows Firewall.

2. Choose “Allow an app or feature through Windows Defender Firewall”.
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3. Click Change setting and Allow another app.
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B. Add NVR3 services into the list

1. Click Browse, and search for the “C:\Program Files (x86)\ACTi Corporation\NVR3’

folder, then find the service to add. Note that the services can only be added one at a

time.
Add an app X
Select the app you want to add, or dick Browse to find one that is not listed,
and then click OK.
Apps:
Path: \r I Browse...
What are the risks of unblocking an app?
You can choose which network types to add this app to.
Network types... Cancel

www.acti.com



2. Select one of the four services; the example below is ActiveEventHandlerService.

Then click Open.

W Bowse X
T « ACT Corporation » NVR3 > v B Search NVE »r
Organae New folder - . |
@ OneDrive o MName Date madilied
& This PC Administrator Tool 2719/2024 SAT M
. . DataSource 17372024 10:44 AM
-3 3D Objects
Language 271972024 S:47 P
BB Desktop Redundancy 2/10/3024 547 PM
* Documents RISPService 21197202
4 Downloads Utility 2/19/2024 5:4
D Music wobroot 1972024 5:46
B Pictures |’ ActivebventHandlerService 12/5/2023 4:05 PM
& ActiveModiaServer &/8/2022 5:01 P\
. Videos
s ActiveScheduleService 1/12/2024 331 P
S Disk 1€ ActiveServiceManager 1271372022 10:57 AM
-~ VRERE (D)
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File name: | ActiveEventHandlerService A Apphcations (“.exe” com;*icd) ~
Conc

3. The selected service will appear on the window, click the application name and then

click Add.

Add an app X

Select the app you want to add, or click Browse to find one that is not listed,
and then dick OK.

Apps:
IE EventHandler Application l

Path: 'C:\Program Files (x86)\ACTi Corporatlon\NVRE} | Browse... |
What are the risks of unblocking an app?
You can choose which network types to add this app to.
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4. Check the corresponding Private and Public boxes.

& Allowed apps —

1 & « Windows Defender ... > Allowed apps v U | Search Control Panel

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? &) Change settings

Allowed apps and features:

Name Private  Public A
OCore Networking Diagnostics O ]

3]

Delivery Optimization
Desktop App Web Viewer
DiagTrack

DIAL protocol server

8 8 &
m}

O Distributed Transaction Coordinator ] o
mail and accounts
ventHandler Application I
Feedback Hub
OFile and Printer Sharing {53 =]
OFile and Printer Sharing over SMBDirect o o
Game Bar X
Details... Remove

Allow another app...

OK Cancel

5. Click Allow another app to add other applications.

6. Repeat steps B-1 to 5 until all the required service applications are added.

o Allowed apps ==

1 @ < Windows Defender ... > Allowed apps v | | Search Control Panel

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? GChange settings

Allowed apps and features:

Name Private  Public A
OiSCSI Service o o
OKey Management Service
Mail and Calendar
mDNS
O Media Center Extenders
I MediaServer Application
Microsoft 365 (Office)
Microsoft Content
Microsoft Edge
Microsoft Edge WebView2 #{TF&EE
Microsoft family features

EMicrosoft.Pav. ...

O® ® O
& ® O

=
[ fw]

B 8 & & &
[N

=
3

Details... Remove

Allow another app...

oK Cancel
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& Allowed apps — 2]

TP & < Windows Defender ... > Allowed apps v O | Search Control Panel

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? !;Change settings

Allowed apps and features:

Name Private  Public
ORemote Event Log Management =] ]
ORemote Event Monitor =] a
ORemote Scheduled Tasks Management =] ]
ORemote Service Management ] ]
ORemote Shutdown m] m]
ORemote Volume Management O O
ORouting and Remote Access ] ]
ScheduleService Application
O Secure Socket Tunneling Protocol ] =]

I ®ServiceManager Application I
Skype “
OSNMP Tran (K} o 24

Details... Remove

Allow another app...

OK Cancel

7. Then click OK to close the window.

C. Try to access the NVR3 server from the local or remote client
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