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Firmware Version

Firmware Version: ENR-030-V5.04.02.10-AC

Release Date
2020.10.15

Compatible Models
ENR-220P, ENR-221, ENR-221P, ENR-222, ENR-320P, ENR-321P,
ENR-420, ENR-421, ENR-620P, ENR-621P

New Features

1. (V5.04.02.09) Support NG Systems X-Assist X3200 USB CCTV joystick

2. (V5.04.02.09) Support IPv6 connection for remote access

3. (Vv5.04.02.02) Supported new camera models: A71, A74, A310, A311,
A416, A418, A811, A818

4. (V5.04.02.02) Add 'Display Context' settings for Local Display
configuration in Local and Remote Ul to hide or show the camera name,
IP address, mouse cursor, etc..

5. (V5.04.02.02) Add 'Video Adjustment' function in camera setup page to
update the video settings, such as Brightness, Contrast, Saturation and
WDR.

6. (V5.04.02.02) Add 'Copy Configurations' in camera setup page to apply
the same settings, including scheduler, event and video settings, to
selected camera model.

7. (V5.04.02.02) Support SNMP v1/v2/v3, MIB-2 and Traps, including Cold
Start, Warm Start and Authentication Fails.

8. (Vv5.04.02.01) Support built-in TV Wall server and integrate with CMS
server.

9. (Vv5.04.02.01) Add Basic Mode and Expert Mode in PoE setup page,
providing fixed or adaptive power consumption per PoE port.

10.(Vv5.04.02.01) Polygon motion configuration is also now supported for
local user interface.

11.(V5.04.02.01) Implement Multicast Streaming for ONVIF Profile S.

12.(V5.04.02.01) Support output 4k2k to TV monitor, and provide HDMI
output format selection with 1920x1080 24P/25P/30P/50P/60P/50i/60i,
3840x2160 30P and Auto mode.

13.(V5.04.02.01) Support intercom function while detected touching
push-button on Q950, Q951 and Q970.
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14.(V5.04.02.01) Support License Plate Recognition with VMGB-400
camera and MGB-150 server.

15.(Vv5.04.02.01) Support holiday configuration of Access Control devices
(R1-series, Q950, Q951).

16.(V5.04.02.01) Add Auto Open Time Zone settings for Access Control
devices (R1-Series, Q951, Q952).

17.(Vv5.04.02.01) Add open door button on user interface for Q950/Q951
intercom models.

18.(Vv5.04.02.01) Support fisheye dewarping function on local user
interface.

19.(V5.04.02.01) Add “Schedule reboot” function in System event list, to
reboot server and all used camera devices by scheduler, including daily,
weekly, monthly or yearly.

20.(V5.04.02.01) Add 'Network subnet conflict' and "PoE Power Overload"
in System event list.

21.(V5.04.02.01) Automatic switching to higher resolution stream when
changing to single view mode for camera with dual streams.

22.(V5.04.02.01) Support account lockout for 5 minutes after 3 failed
authentication attempts.

23.(V5.04.02.01) Supported export video to SAMBA, ISCSI and NFS
external storages.

24.(V5.04.02.01) Enable full screen on local display after system booting
up.

25.(V5.04.02.01) Add network IP address in the default content for Email
Notification.

26.(Vv5.03.02.01) Support Fire Alarm from R11-20 access control device.

27.(V5.03.02.01) Support event response to enlarge designated channel
on local live screen.

28.(Vv5.03.02.01) Fully support USB joystick from local and remote UI.

29.(V5.03.02.01) Support camera firmware upgrade from Download Center
through internet service provider.

30.(V5.03.02.01) Optical and Digital PTZ function fully supported via local
and remote Ul.

31.(V5.03.02.01) Added the channel options to be able to select the video
channel of ECD devices.

32.(V5.03.01.01) Supported new model: Q970 intercom camera

33.(V5.03.01.01) Support ENR firmware upgrade from Download Center
automatically, manually or by the particular time (hour, minute) every
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day, week or month.

34.(Vv5.03.01.01) Added 16H format card UID for access control devices,
such as Q950 and Q951.

35.(V5.03.01.01) Support Audio-in function and improve the quality of
Audio function.

36.(Vv5.03.01.01) Supported License Plate Recognition event detection
from ACTi ALPR Server 2

37.(v5.03.01.01) Added MAS address and account setting to send ENR
messages to MGB Service SDK for MAS/MGB products integration.

38.(Vv5.02.03.00) Supported Q950 and Q951 door stations with card reader,
event handling, group and user management.

39.(Vv5.02.03.00) Support CMS future version v2.0.12

40.(V5.02.03.00) Supported PoE power budget control setting from local
site.

41.(V5.02.03.00) Supported ENR system event handling

42.(Vv5.02.02.02) Support CMS v2.0.11

43.(V5.02.02.02) Supported daylight saving function

44.(v5.02.02.02) Supported local fisheye dewarping for B59(A), B74(A),
B76(A), B511(A)

45.(v5.02.02.02) Added Bookmark functions in local Ul

46.(v5.02.01.00) Supported Access Control devices:
ACTi: R11-20, R11C-30, R12CP-30, R21CF-30

47.(V5.02.00.00) Supported PTZ function from remote client

48.(V5.02.00.00) Supported permission control.

49.(v5.02.00.00) Supported “Add channels from NVR” function of
ECD-1000.

50.(Vv5.02.00.00) Supported Access Control devices:
Soyal AR-721Ei, AR727H-V5, AR-837EFSi
PSP AccuFACE EFR-T3L

51.(Vv5.02.00.00) Supported factory default function

52.(V5.01.03.01) Supported ACTi Backup Server for video recording
backup service

53.(V5.01.02) Supported double click channel to enlarge in remote site.

54.(V5.01.02) Supported Access Control event search

55.(V5.01.02) Supported new models: ENR-620P, ENR-621P

56.(V5.01.01) Added Backup/Restore and Troubleshooting pages

57.(V5.01.01) Supported the functions for access control device
* Play video stream of related camera, and access control event log in
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Live and Playback page.
* Provide the user interface to new, edit, delete, and get and
synchronize card data from the same access control device.
* Support event handler of Access control devices
*Supported White List / Black List for Q950, Q951
58.(V5.01.01) Supported group/user permission control settings.
59.(V5.01.01) Supported Time Zone and Daylight Saving functions
60. (V5.01.00) Supported local DI/DO settings
61.(V5.01.00) Supported event response to trigger digital output on ENR.
62.(V5.01.00) Supported snapshot attachment for E-mail notification event
response
63.(V5.01.00) Supported system events, including Storage Access Error,
No recording device found, System Boot Up and S.M.A.R.T Test Failed
64.(Vv5.01.00) Supported export video to USB external storage.
65. (V5.01.00) Supported dual streams recording
66.(V5.01.00) Network Throughput Statistics, (HDD) Recording Rate
Statistics for Storage management
67.(vV5.00.21) Supported new ENR 32-channel models: ENR-321P,
ENR-421
68.(Vv5.00.21) Supported 4k x 3k streams on local display.

Enhancement

1. (V5.04.02.10) PTZ functions such as Pan, Tilt, Zoom and Preset points
on remote Ul will be able to vary for different camera models.

2. (V5.04.02.09) iSCSI stability improvement

3. (V5.04.02.09) Support URL command to get camera stream from ENR
server.

4. (V5.04.02.09) Support motion detection event for camera models A71,
A74, A310, A311, A416, A418, A811 and A818.

5. (Vv5.04.02.09) Support TLS1.1 and TLS1.2 for self-signed certificate

6. (V5.04.02.09) Support Paxton Net2 camera through ONVIF integration

7. (V5.04.02.02) The maximum password length for account is restricted
to 6 to 63 characters for password strength enhancement.

8. (Vv5.04.02.01) Add device IP information in the E-mail default context.

9. (V5.04.02.01) Support Temperature Alert of VMGB-351

10.(V5.04.02.01) Support Tampering detection of Q450.

11.(V5.04.02.01) Support Tampering and Enter Area detections of Z41,

Z42, 783, Z84 and Z95.
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12.(V5.04.02.01) Support Tampering, Line Crossing, Enter Area, Face
detection and Audio detection of Z81 and Z82.

13.(Vv5.04.02.01) HTTPS by self-signed certificate file is enabled as
default.

14.(V5.04.02.01) Show camera’s MAC address in system log when adding
camera to server.

15.(Vv5.04.02.01) Add "Reserve Network Configurations™ option to factory
default settings

16.(Vv5.04.02.01) Support the system configuration restoring from the video
record HDDs.

17.(Vv5.03.02.10) Support Tampering detection of VMGB-102, VMGB-400,
VMGB-401 and VMGB-500 by ONVIF integration.

18.(Vv5.03.02.10) Support Line Crossing, Enter Area and Exit Area
detections of VMGB-400 and VMGB-500 by ONVIF integration.

19.(Vv5.03.02.04) Language updated for Traditional Chinese

20.(Vv5.03.02.04) Support firmware upgrade from IP Utility

21.(V5.03.02.01) Add Generic POS device option for 3rd-party POS
system compatible with ACTi POS SDK

22.(V5.03.02.04) Support the 3rd-party camera model MU-IP6693

23.(Vv5.03.02.01) The warning for CPU overloading will be changed from
pop-up window to display on view tab.

24.(V5.03.01.01) System stability improvement

Issue Solved

1. (V5.04.02.10) Live view performance issue on remote Ul when using
video stream 2 or 3 of camera for live view.
(V5.04.02.09) NTP time synchronization issue after reboot
. (V5.04.02.09) Fix event response issue and update IVS event message
in remote Ul
(V5.04.02.09) Fix the compatibility issue with Axis camera.
(V5.04.02.09) Fix the compatibility issue with CMS 2.12
(V5.04.02.01) Fix system DI binding issue
(V5.04.02.01) Reduce two-way audio latency
(V5.03.02.10) The instability issue about video exporting and playback
function on remote client.
9. (Vv5.03.02.10) Failed to start recording after iISCSI connection recovery.
10.(Vv5.03.02.04) Fix the compatibility issue with Mobile Client for Android
11.(Vv5.03.02.04) Failed to display Traditional Chinese for POS/PMS event

8 www.acti.com

w N

© N o ok



Firmware Version: ENR-030-V5.04.02.10-AC

Release Notes

Release Date: 2020.10.15 Reviewed Date: 2020.10.15 d ACTI
in Live View.
12.(Vv5.02.02.02) Connection issue when camera is using public IP
address

13.(Vv5.01.02.01) Fix bug of quick playback on Access Control device.

Removed
1. (v5.04.02.01) Remove all default password for server and camera
accounts from user interface.
2. (v5.01.03.01) Remove the SMS setting page.

Remark
1. Please connect monitor before you power on the ENR server.

2. ENR can assign DHCP IP address automatically for cameras within LAN
via LAN1 port. For this DHCP server feature, please power on ENR
completely first, then boot up cameras.

3. Please make sure IP cameras and ENR are connected to the same
network before performing Auto Add cameras operation.

4. Motion detection setting is not available when camera is in ePTZ stream
mode or channel ID 2 in dual stream mode.

5. Not support Video Loss events from the video servers

6. Not support "MD Preset” stream mode
7. Not support email attachment with snapshot via Event function if
camera resolution or compression is not supported on Local display.

8. To display on Mobile Client through ENR server only accept the camera
using H.264, H.264 video compression and 1920 x 1080 or below
resolution.

9. Some of SMTP service providers upgraded the SSL/TLS versions will
cause sending event mail problem from ENR. If you wish to use a free
webmail SMTP service, you may choose certain webmail providers
such as Yandex (https://mail.yandex.com/).

10.Please find the compatible hard disks with ACTi standalone NVR
products via ACTi Hard Disk Selector(https://www.acti.com/hddselector)

11.The video recording will include the audio from camera to ENR but
without from ENR to camera.

12.Some of user interface had not been translated completely into multiple
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languages yet except English.

13.The supported USB joystick included ACTi PJSK-0100 and Logitech
Extreme 3D Pro.

14.The camera firmware auto upgrade function is available for minimum
camera firmware version V6.14, V7.05, V8.03, V9.04, A2.03 and A3.03.

(If camera firmware version is V6.10~V6.13, the camera auto upgrade
function will work while the camera must connect to ENR directly via
ENR’s DHCP server.)

15.The License Plate Recognition event detection requires the monitoring
cameras exist in both ENR and ALPR Server 2. The event could be
searchable from camera event search panel. The plate number search
could be supported on future ENR firmware.

16.The third-party device needs to be compliant with ONVIF Profile S and
ONVIF Test Tool version 16.06 or later.

17.The polygon motion configuration is supported on specific models which
supported Object-Based Motion detection.

18.The ‘Copy Configurations' function is adaptable in the source and target
camera are the same model.

19.No longer restricted to the maximum only 4 channels for Digital PTZ
function on local Ul after upgrade to firmware v5.04.02.02 and above.

Supported Languages

Czech, Danish, English, French, German, Hungarian, Italian, Japanese,
Norwegian, Polish, Portuguese, Russian, Spanish, Thai, Turkish, Simplified
Chinese and Traditional Chinese.

Supported Camera Models

For supported ACTi cameras list, please refer to
http://www.acti.com/UnifiedSolution

For supported non-ACTi cameras list, please refer to
http://www.acti.com/3rdpartycamera

X


http://www.acti.com/UnifiedSolution
http://www.acti.com/3rdpartycamera

Firmware Version: ENR-030-V5.04.02.10-AC

Release Notes

ACTi

Connecting Vision

Release Date: 2020.10.15 Reviewed Date: 2020.10.15 k\i‘

Supported Control Center

Software Software Version
CMS2 2.0.12 or later

Supported Client Application

Application Name App. Version
ACTi Mobile Client for iOS 1.01 or later
ACTi Mobile Client for Android 1.0.14 or later

X



Firmware Version: ENR-030-V5.04.02.10-AC

Release Notes

ACTi

Connecting Vision

Release Date: 2020.10.15 Reviewed Date: 2020.10.15 d

Firmware Upgrade

ENR standalone NVR can be upgraded firmware from local display screen or
remote web browser (IE 11).

You may check ACTi corporate website for latest ENR firmware package and
download it. Unzip the package and save the *.upg file to a USB disk or your
client computer.

Please note that the USB disk carrying the firmware image should at least
have 200 MB free space.

Here is upgrading steps about how to upgrade the firmware image via remote
client.

Step 1: Power on the ENR server.

Step 2: Unzip the ENR V5.04.02.10 firmware package and save the file.
“‘ENR-030-V5.04.02.10-AC.upg” in the client computer.

System Log is recorded the activities performed by logged-in Users.
ENR will not keep original System Log after firmware upgrade. If you
want to keep the log, please back up settings before firmware upgrade.

Step 3: Log in the ENR with Administrator account.
On Live screen, click “System Setup” - click “Maintenance” tab ->
select “Settings Backup/Restore”>click “Backup” to save the current
ENR setting.
You can refer to “Backup / Restore settings” section in ENR System
Administrator's Manual for all details.

Step 4: Before you start to upgrade FW, please keep constant network
connection between cameras and ENR server.

Step 5: On Live screen, click “Setup” - click “Maintenance” tab - select
“Firmware Upgrade”.

Step 6: Please select the image file “ENR-030-V5.04.02.10-AC.upg”.
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Step 7: After click “Submit” and confirm the system prompts, ENR will start
the upgrade process.
ChecldElImware During upgrading, the system will
IO stop every other activity including
recording and event handling.

Please be noted that after upgrading has started, DO NOT cut off the
system power, network connection or remove the image file until
ENR restarts.

Step 8: The device needs 5 minutes for firmware upgrading, and the system
will auto-restart and keep the previous ENR settings after the
upgrading completes.

You may check the current firmware version on “System Setup” - click
“System” tab > select “Information”.
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Download and Documentation

You may check ENR products in “Video Management System” -> “Standalone
NVR” section on ACTi corporate website or visit ACTi Download Center
http://www.acti.com/downloadcenter

for updates or release information about this firmware and documents.

Support

If you have any question or need additional assistance, please feel free to
contact our engineers via our Customer Help Desk platform
http://www.acti.com/CHD
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